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Abstract—Physical unclonable function (PUF) is a promising
lightweight hardware security primitive for resource-constrained
systems. It can generate a large number of challenge-response
pairs (CRPs) for device authentication based on process variations. However, attackers can collect the CRPs to build a machine
learning (ML) model with high prediction accuracy for the
PUF. Recently, a lot of ML-resistant PUF structures have been
proposed, e.g., a multiplexer-based PUF (MPUF) was introduced
to resist ML attacks and its two variants (rMPUF and cMPUF)
were further proposed to resist reliability-based and cryptanalysis
modeling attacks, respectively. In this paper, we propose a general
framework for ML attacks on strong PUFs, then based on the
framework, we present two novel modeling attacks, named logical
approximation and global approximation, that use artificial neural
network (ANN) to characterize the nonlinear structure of MPUF,
rMPUF, cMPUF and XOR Arbiter PUF. Logical approximation
method uses linear functions to approximate logical operations
and builds a precise soft model based on the combination of
logical gates in the PUF. Global approximation method uses the
function sinc with filtering characteristics to fit the mapping
relationship between the challenge and response. Experimental
results show that the proposed two approximation attacks can
successfully model the (n, k)-MPUF (k = 3, 4), (n, k)-rMPUF (k
= 2, 3), cMPUF (k = 4, 5) and l-XOR Arbiter PUF (l = 3, 4,
5) (n = 32, 64) with the average accuracies of 96.85%, 95.33%,
94.52% and 96.26%, respectively.
Index Terms—Physical Unclonable Function, Machine Learning, Artificial Neural Network, Modeling Attacks, Cryptanalysis.

I. I NTRODUCTION

T

HE Internet of things (IoT) is a network that connects
ubiquitous devices and terminals including various sensors, smart devices, mechanical and electronic components
through wired or wireless networks [1]. According to IoT
Analytics estimates [2], there are about 7 billion connected
IoT devices at the end of 2018. Most of those devices are
connected via short range protocols (WPAN or WLAN). The
number of total connected IoT devices is expected to reach
22 billion by 2025. IoT Security Market Report 2017-2022
[3] pointed out that the total spending of IoT security was
703 million dollars in 2017, reached 1,001 million dollars in
2018 and was estimated at about 1,439 million dollars in 2019.
Security issues have governed the sustainable development of
the IoT. Device authentication is a key technology to address
IoT security issues. Traditional device authentications are
This work was supported by the National Natural Science Foundation of
China under Grant No. 61874042 and 61602107, the Hu-Xiang Youth Talent
Program under Grant No. 2018RS3041, the Key Research and Development
Program of Hunan Province under Grant No. 2019GK2082. (Corresponding
author: Jiliang Zhang)
J. Shi, Y. Lu and J. Zhang are with the College of Computer Science and
Electronic Engineering, Hunan University, Changsha 410082, China (e-mail:
zhangjiliang@hnu.edu.cn).

based on high-complexity encryption/decryption algorithms
and high-cost key storage technologies. However, in many IoT
applications, resources like CPU, memory, and battery power
are limited. Therefore, lightweight solutions are urgent.
Physical unclonable function (PUF) [4] is an alternative
lightweight solution for various applications such as IP protection [5], software security [6], anti-overbuilding [7] and
key-sharing [8]. PUFs can extract unique secret keys from
the physical characteristics of the chip, or generate a large
number of CRPs for device authentication based on physical
interaction which is extremely hard to reproduce using a
challenge and response procedure. Entropy of the physical
interaction is derived from physical random variations caused
by manufacturing process, which improves the ability to resist
physical attacks and has the potential to be more efficient in
IoT since costly physical protection measures can be avoided
[9]. Since the PUF was first introduced in 2002 [10], a lot
of PUF structures have been proposed. Current PUFs can be
classed into the weak PUFs [11], [12], [13], [14] and strong
PUFs [15], [16], [17], [18], [19] according to the number of
CRPs. Weak PUF has a very limited CRPs space, which can
be used as unique keys for encryption systems. Strong PUF
has an exponential number of unique CRPs and a complex
input-output relationship, which is suitable for lightweight
device authentication. However, strong PUFs are vulnerable
to machine learning (ML) attacks [20], [21], [22]. Attackers
can collect a subset of CRPs from a strong PUF instance and
use ML algorithms to build a mathematical model to predict
response for arbitrary challenge with a high accuracy. Once
the mapping relationship between the challenge and response
is modeled, PUF is no longer unclonable.
In order to resist ML attacks, a large number of defenses have been proposed [19], [23], [24], [12]. Recently,
multiplexer-based PUF (MPUF) and its two variants rMPUF
and cMPUF [17] were proposed to prevent advanced ML
attacks. However, in this paper, we analyze the structural
characteristics of MPUFs in detail and prove that they can still
be broken. Additionally, we propose a general framework for
ML attacks on strong PUFs and present two advanced approximation attacks based on the framework, named logical approximation and global approximation. The logical approximation
uses linear functions to approximate basic logical operations
including AND, OR, and NOT, then build an artificial neural
network (ANN) model for the logical structure of MPUF. The
global approximation uses the function sinc(x) with filtering
characteristics to model the mapping relationship between the
input and output of MUX. The two approximation attacks
model the MPUF and its variants from the local and global
aspects, respectively, which provides a general framework to
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conduct modeling attacks on strong PUFs: for a PUF with a
simple logical gate combination in the structure, the logical
operation can be approximated to a simpler linear equation;
for a PUF with highly complex internal logical relationship,
a mathematical function can be used to describe the mapping
relationship between the challenge and response. The main
contributions are as follows.
1) We analyze the working principle and structural characteristics of MPUF family, and reevaluate their security.
In addition, we present accurate mathematical models
for them.
2) We propose a general framework for ML attacks on
strong PUFs. Based on the framework, we present two
new ANN-based ML attacks, logical approximation and
global approximation, to model the MPUF family and
XOR Arbiter PUF.
3) Experimental results show that MPUF, rMPUF, cMPUF
and XOR Arbiter PUF can be modeled by the proposed
new ML attacks, and the average modeling accuracies
are 96.85%, 95.33%, 94.52% and 96.26%, respectively.
The source code to reproduce the experiment is available
online at http://hardwaresecurity.cn/AttackPUFcode.zip
The rest of this paper is organized as follows. Section II
introduces ANN and modeling attacks on the Arbiter PUF
and XOR Arbiter PUF. Section III describes the security and
mathematical analysis for MPUF and its variants. Section IV
demonstrates the ML attacks on MPUF, rMPUF, cMPUF and
XOR Arbiter PUF. The experimental results and analysis are
given in Section V. Related work is elaborated in Section VI.
Finally, a conclusion is made in Section VII.
II. P RELIMINARIES
In this section, we will describe the ANN which is used
to model MPUF family and introduce the modeling attack on
Arbiter PUF and XOR Arbiter PUF.
A. ANN
ANN is a computing system vaguely inspired by the biological neural networks that constitute animal brains [25].
It uses the knowledge of network topology as the theoretical
basis to simulate the processing of complex information in
a human brain. ANN consists of a large number of interconnected neurons. Each neuron represents a specific output
function called activation function. The connection between
two neurons is called weight that is equivalent to the memory
of the neural network. For each neuron, input vectors are
weighted, added, biased, and input to an activation function
to generate an output. During the training of ANN, neurons
update weights and biases based on the feedback function of
the prediction error derived from the training set, and finally
obtain a global optimal solution. ANN has high fault tolerance,
self-adaptation, and parallel processing capabilities, hence it
is suitable for modeling complex nonlinear PUF structures.
A strong motivation to use the ANN-based modeling attack
is that a feed-forward network with at least a single hidden
layer is able to approximate any function with an activation
function when the number of neurons is sufficient [26]. Based
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on this universal approximation theorem, we propose two
modeling attacks, named logical approximation attack and
global approximation attack. Logical approximation attack
is to approximate a logical operation in the circuit with a
linear function, and then use a two-layer neural network based
on the linear function to replace the corresponding logical
gate. Each individual subnetwork is connected based on the
combination of logical gates, and a large neural network is
constructed to characterize the entire PUF logical structure.
Global approximation attack is to determine a continuous
function that can satisfy the mapping relationship between
the challenge and response, and organize the neural network
structure to approximate this function. More details will be
introduced in section IV.
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Fig. 1. The structure of Arbiter PUF.

B. Arbiter PUF
Arbiter PUF is one of classic strong PUFs [15]. The
structure of Arbiter PUF is shown in Fig. 1. An Arbiter
PUF consists of two parallel n-stage multiplexer (MUX)
chains. The challenges (C = c1 , c2 , c3 . . . cn ) are the selection
inputs of MUX chains. Two MUXes of the same stage share
one selection input which determines whether the signal is
transmitted in parallel or across. Therefore, the challenges
divide the circuit into two independent propagation paths. A
step signal T is given at the input side, after the propagation
on two paths, an arbiter (D flip-flop) will receive two signals.
1-bit response r ∈ {0, 1} is generated according to the order
of the two signals arriving at the arbiter. If the upper signal
arrives at D side first, the response is 1, otherwise it is 0.
In general, Arbiter PUF exploits the delay difference between
two paths to generate a response.
The functionality of Arbiter PUF can be represented by
an additive linear delay model [20]. The total delay can be
obtained by summating the propagation delay in each stage,
which can be expressed as
→
−
−
(1)
∆=→
ω T Φ,
−
where →
ω is a feature vector that represents the propagation
→
−
delay of each MUX in the Arbiter PUF, and Φ is a function
of n-bit challenge C:
→
− →
−
→
−
→
−
→
−
→
−
Φ ( C ) = (Φ1 ( C ), Φ2 ( C ), Φ3 ( C ), . . . , Φn ( C ), 1)T , (2)
Qn
→
−
where Φj ( C ) = i=j (1 − Ci ), j = 1, 2, 3, ..., k. If ∆ > 0,
the output of Arbiter PUF r will be 1, otherwise, r will be
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TABLE I
L IST OF PARAMETERS
Symbol
n
k
(n, k)-MPUF
2k × 1 MUX
c
o
O
Adi
Asi
Rid
Ris
Rd
Rs

A 0d

Description
Number of challenges
Number of MUX stages
An MPUF with n-bit challenge and k selection inputs
A MUX with k selection inputs, 2k data inputs
and 1-bit output
Challenges of Arbiter PUF as well as MPUF
1-bit output of 2 × 1 MUX
1-bit output of MPUF
The i-th Arbiter PUF connected to the
MUX data input
The i-th Arbiter PUF connected to the
MUX selection input
Response of the i-th Arbiter PUF connected
to the MUX data input
Response of the i-th Arbiter PUF connected
to the MUX selection input
The set of all data inputs
The set of all selection inputs

A1d

3

R 0d
R1d

o

MUX

A dk

R 2dk 1

2 1

Rs

k

A 0s

A1s

A ks1

c
Fig. 2. The structure of (n, k)-MPUF [17].

III. S ECURITY AND MATHEMATICAL ANALYSIS FOR MPUF
0. For convenience, we use t = 2 ∗ r − 1 (t ∈ {−1, 1}) to
represent the output:
→
−
−
(3)
t = sgn(∆) = sgn(→
ω T Φ ).
−
An ML algorithm is used to fit →
ω that shows the practical
delay vector of physical PUF architecture. It is verified that
−
the delay vector →
ω of each stage in the Arbiter PUF can be
learned within limited CRPs. The general assumption is that
such ML attack requires less than 10% of the total CRPs [27].

C. XOR Arbiter PUF
In order to resist ML attacks, non-linear components such
as XOR gates are introduced into the PUF structure. For
example, in the XOR Arbiter PUF (XOR PUF for short) [28],
the responses of multiple Arbiter PUFs are XORed as the
final response. XOR gates can increase the complexity of PUF
structure significantly, but it can still be modeled with a high
accuracy by advanced ML attacks.
An XOR PUF with l individual Arbiter PUFs is denoted by
l-XOR PUF. The individual outputs of Arbiter PUF is denoted
by ti ∈ {−1, 1}, i = 1, 2, ..., l. The l-stage XOR gate
Qlis used
to XOR all ti to get the final response tXOR = i=1 (ti ).
Assuming that all Arbiter PUFs share the same challenges Φ
−
and each Arbiter PUF has a unique delay feature vector →
ω i,
tXOR can be expressed as
tXOR = sgn(

l
Y

→
−
→
−
ω T Φ ).

(4)

i=1

It is well-known that environmental factors such as supply
voltage and temperature have a negative influence on the
reliability of Arbiter PUF [29]. An l-XOR PUF aggregates the
unreliability of l Arbiter PUFs so that the reliability decreases
exponentially with the number of XORs [30]. In [31], Becker
proposed a reliability-based ML attack on XOR PUF, which
will be discussed in detail in Section VI.

In this section, we will introduce the MPUF and its two
variants, rMPUF and cMPUF [17], then reevaluate their security. Finally, the detailed mathematical analysis for MPUFs
will be given.
A. Security Analysis for MPUFs
1) Basic MPUF
As shown in Fig. 2, an (n, k)-MPUF consists of a 2k × 1
MUX and 2k + k Arbiter PUFs. The data inputs and selection
inputs of the 2k × 1 MUX are the responses generated by
different Arbiter PUF instances with the same challenge. With
the selection inputs, the 2k × 1 MUX selects one of the data
inputs as the final output. The parameters of MPUF are shown
in Table I. According to Rs , the 2k × 1 MUX selects 1bit response from Rd as the output. In this case, Rs and
Rd are generated from independent Arbiter PUF instances.
In the obfuscated MPUF circuit, attackers can only collect the
challenges but cannot get the responses from the underlying
Arbiter PUF directly, i.e., attackers cannot access the inputs
of the 2k × 1 MUX directly to distinguish internal selection
inputs and data inputs. Hence, it is difficult for attackers to
model MPUF.
In [31], Becker proposed a novel reliability-based ML attack
which exploits the reliability information of CRPs to model the
XOR PUF. In an (n, k)-MPUF, 2k −1 2×1 MUXes can be used
to replace the 2k ×1 MUX, and the MPUF structure is divided
into k stages. For example, when k = 3, the structure of (n,
3)-MPUF is shown in Fig. 3(a). In the i−th (i = 1, 2, 3, ..., k)
stage, 2×1 MUXes will select half of the data inputs according
s
to Ri−1
so that all selection inputs are inseparably linked to the
response reliability of MPUF. Attacks can be conducted with
the reliability information to build a highly accurate model for
MPUF [17]. Therefore, MPUF is vulnerable to the reliabilitybased ML attack.
2) rMPUF
In [17], a robust variant rMPUF is proposed to resist the
reliability-based ML attack, and the structure of an (n, 3)rMPUF is shown in Fig. 3(b). Compared with MPUF, rMPUF
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Fig. 3. (a) The structure of (n, 3)-MPUF; (b) The structure of (n, 3)-rMPUF
[17].

Fig. 4. The structure of (n, k)-cMPUF.

1.2
sinc(x)

k

increases the number of selection inputs from k to 2 − 1, and
all the selection inputs for each 2 × 1 MUX are generated by
different Arbiter PUFs. For an (n, k)-rMPUF, the data inputs
are Rid (i = 0, 1, 2, ..., 2k − 1) and selection inputs are Ris
(i = 0, 1, 2, ..., 2k −2). Hence, the number of Arbiter PUF in a
(n, k)-rMPUF is 2k+1 −1, and the attack complexity increases
exponentially with k. The overhead of rMPUF should not
be too high. Considering the hardware overhead, k = 3 is
taken as the preferred value in practice [17]. It is claimed
that (n, 3)-rMPUF has better reliability and stronger resistance
against modeling attack than 10-XOR PUF [17]. However, the
overhead of (n, 3)-rMPUF is 50% more than 10-XOR PUF.
In addition, this paper proves that (n, 3)-rMPUF can still be
modeled with a high accuracy. Therefore, (n, 3)-rMPUF not
only incurs high overhead but also shows low security.
3) cMPUF
As shown in Fig. 4, cMPUF is another MPUF variant
proposed to resist linear cryptanalysis (LC) [17]. Compared
with MPUF, cMPUF changes the data inputs and introduces
inverters to make half of the data inputs complement of the
others.
LC is a mathematical method used to find a linear approximation on the PUF for predicting the response for an arbitrary
challenge. Modeling attacks based on the linear approximation
is called linear approximation attack. Adding nonlinear components such as XOR gates into the PUF structure can resist
the linear approximation attack [32], [28]. In cMPUF, inverters
are introduced to the structure so that the data inputs of each
2 × 1 MUX in Stage-1 are the response of Arbiter PUF and
its inversion. Therefore, the function of each 2 × 1 MUX in
the first stage is an XOR gate, and the output o of 2 × 1 MUX
can be expressed as
o = ((!s)&d)|(s&(!d)) = s XOR d,

(5)

where d is the 1-bit response of Arbiter PUF, s is the selection
input, ‘!’ denotes NOT, ‘&’ denotes AND, and ‘|’ denotes
OR. Adding an inverter is equivalent to adding an XOR gate
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Fig. 5. Function sinc(x) and δ(m).

into the 2 × 1 MUX, which increases the nonlinearity of
PUF structure greatly and makes cMPUF resistant to linear
approximation attacks.
B. Mathematical Analysis for MPUF
In an MPUF, 2k × 1 MUX can be decomposed into several
2 × 1 MUXes. The decomposed structure of (n, 3)-MPUF is
shown in Fig. 3(a). Each 2 × 1 MUX is composed of NOT,
AND and OR gates and can be implemented with the basic
logical operations
o = (d0 &(!s))|(d1 &s),

(6)

where d0 and d1 are the upper and lower data inputs of 2 × 1
MUX, respectively; s is the selection input. The basic logical
gates can be approximated by the following functions.
!a = 1 − a;

(7)

a AN D b ≈ fAN D = σ(20 ∗ a + 20 ∗ b − 30);

(8)
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a OR b ≈ fOR = σ(20 ∗ a + 20 ∗ b − 10);
a ⊕ b = (a&(!b))|((!a)&b)
≈ fXOR = fOR (fAN D (a, 1 − b), fAN D (1 − a, b)),

(9)

The schematic representation of δ(m) is shown in Fig 5. The
final output of MUX O can be expressed as the accumulated
value of all 2k − 1 points:

(10)
O=

−x

where σ(x) = sigmoid(x) = 1/(1+e ), which is a common
activation function used in ML algorithms. The 2 × 1 MUX
can be approximated with the above functions by substituting
Eqn. (7)-(9) into Eqn. (6). The output of 2 × 1 MUXes in each
stage (except for the last stage) is used as the input of another
2 × 1 MUX in the next stage. By this way, a complete neural
network can be constructed.
As analyzed above, the MUX can be decomposed into
multiple AND, OR and NOT logical gates and each gate can
be approximated by a mathematical equation, which is the
approximation on MUX from the local perspective. In addition, the mapping relationship between the input and output
of MUX can be approximated from the global perspective and
learned by the back propagation-based (BP) algorithm.
Firstly, the binary selection input Rs is converted into a
decimal number S:
S=

k−1
X

2i ∗ Ris .

And the selected data input becomes RdS .
Secondly, we use a discrete function g(m) to describe the
behavior of MUX. Here, m is the serial number of data inputs
d
Rm
in the MUX (m = 0, 1, 2, ..., k − 1). We can define that at
the selected point (denoted as the impulse point), g(S) = 1;
at other points, g(!S) = 0:

1 (m = S)
g(m) =
.
(12)
0 (m! = S)
Then a normalized discrete delta function δ(m) is used to
replace g(m), m ∈ (−∞, +∞):

1 (m = 0)
δ(m) =
.
(13)
0 (m! = 0)

Rid ∗ δ(i − S).

(14)

i=0

Eqn. (14) describes the mapping relationship between inputs
and outputs of MPUF, but it cannot be directly applied to the
BP algorithms because δ(m) is a discrete function. Therefore,
we need to find a continuous approximation function to replace
δ(m), which should satisfy two characteristics of δ(m): 1)
the value of the function is 1 at the impulse point and 0 at
the rest points; 2) the function is symmetrical with respect to
the impulse point. The normalized sampling function sinc(x)
exactly satisfies these characteristics. As shown in Fig. 5, δ(m)
can be regarded as sinc(x) sampled at integral points, and
sinc(x) can satisfy the characteristics of δ(m). sinc(x) can be
expressed as
sinc(x) = sin(π ∗ x)/(π ∗ x).

(15)

Then replace δ(m) with sinc(x) in Eqn. (14), the output O of
MPUF with k selection inputs can be approximated as

(11)

i=0

k
2X
−1

O≈

k
2X
−1

Rid ∗ sinc(i − S).

(16)

i=0

As shown in Fig. 5, the main lobe of sinc(x) decays rapidly,
and the value of the side lobes is small. Hence, the values of
the unselected points (points except for the impulse point) are
close to zero. Function sinc(x) is equivalent to a filter that
filters out all the unselected points. By substituting all points
into Eqn. (16), the accumulated value will be very close to the
value of the impulse point because the values of unselected
points are all close to 0.
IV. A PPROXIMATION ATTACKS
In this section, we will introduce a general modeling
framework for ML attacks on strong PUFs and propose two
approximation attacks based on this framework in detail.
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A. Modeling Framework
An overview of the proposed approximation attacks is
shown in Fig. 6, which provides a general framework for
implementing approximation attacks on strong PUFs. The
basic idea of approximation attacks is to find an approximation
function to fit the mapping relationship between the challenge
and response. In the framework, two approximation attacks,
logical approximation and global approximation, are proposed
to model strong PUFs from the local and global aspects,
relatively.
First, we analyze the PUF structure to determine whether it
is a composition of logical gates. If yes, the logical approximation is preferred.
Logical approximation:
• Decompose the PUF structure into basic logical gates
(AND, NOT and OR).
• Approximate the function of logical gates according to
Eqn. (7)-(9).
• Substitute parameters (e.g., the inputs of PUF) into the
logical gate approximation functions.
• Compose all approximation functions based on the wiring
of each individual logical gate in the circuit and obtain a
global approximation function for the PUF.
However, when the logical structure is too complex or
cannot be decomposed into basic logical gates, the global
approximation can be used as an alternative.
Global approximation:
• Analyze and extract the features from the mapping relationship between the input and output of PUF structure.
• Find a mathematical function with the similar features to
approximate the mapping relationship.
• Transform the mathematical function to the global approximation function.
Once the global approximation function for the PUF is
obtained, an ML model can be built. Finally, ML algorithms
are used to train the model.
Based on the framework, we will conduct two attacks
on MPUF family, named logical approximation and filterbased global approximation. In addition, to demonstrate the
universality of the proposed framework, the approximation
attack on the XOR PUF is conducted for comparison.
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1
-30
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Fig. 7. The logical approximation model for a 2 × 1 MUX.

the input layer represent the bias 1, variables d0 , d1 and s,
respectively. In the hidden layer, the two neurons are activated
by two σ(x) functions in Eqn. (17), and the output layer has
only one neuron producing the output o of 2 × 1 MUX. Then
we construct the networks of other 2 × 1 MUXes with the
same way and connect them based on the wiring of logical
gates in the circuit to get the entire network of (2k , k)-MPUF.
2) Filter-based Global Approximation
As discussed in section III, the function sinc(x) with filtering characteristics can describe the selection behavior of
MUX. Therefore, we propose to use sinc(x) as activation
function to construct the mapping relationship between the
input and output of MUX. Since Arbiter PUF is the basic
component of MPUF, the additive linear delay model for
Arbiter PUF is used to model the MPUF. For convenience,
we use tM P U F ∈ {−1, 1} to represent the output of MPUF
O ∈ {0, 1}. According to Eqn. (3), Eqn. (14) and Eqn. (16),
the linear delay model of the MPUF is
tM P U F = sgn[

k
2X
−1

T→
−
→
−
ω di Φ di ∗ δ(i − S)],

(18)

i=0

and the approximation model is

B. Approximation Attacks on Basic MPUF
1) Logical Approximation
Based on the analysis of MUX in Section III, we select the
first 2 × 1 MUX in MPUF to build a logical approximation
model. Since (d0 &s) and (d1 &(!s)) in Eqn. (6) are impossible
to be true at the same time, we replace the logical operation
OR with the add operation. The subsequent experiments verify
that using the add operation can simplify the complexity of
network and get a better result than OR. Based on Eqn. (7),
Eqn. (8) and Eqn. (6), the linear approximation equation of
2 × 1 MUX can be expressed as
o ≈ σ(20d0 + 20s − 30) + σ(20d1 − 20s − 10).

Input layer

6

(17)

As shown in Fig. 7, the neural network model for a 2 × 1
MUX can be designed based on Eqn. (17). The neurons in

k
2X
−1

tM P U F ≈ sgn[(

T→
−
→
−
ω di Φ di ∗ sinc(i − S)] = sgn[f (ω, S, k)],

i=0

(19)
−
T→
−
where sgn(→
ω di Φ di ) denotes the output of Adi . The decimal
number S of selection inputs can be expressed as
S=

k−1
X
i=0

2i ∗ Ris ≈

k−1
X

T→
−
−
2i ∗ σ(→
ω si Φ si ).

(20)

i=0

The designed filter-based ANN model based on the approximation functions is shown in Fig. 8. The neurons in the input
layer correspond to the selection inputs Rs . In the conversion
layer, Rs is converted into the decimal number S. The filter
layer contains 2k neurons with the activation function sinc(x).
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Fig. 8. The filter-based ANN model.

TABLE II
T HE TRUTH TABLE FOR SELECTION INPUTS AND FINAL OUTPUT

R6s
1
1
1
1
0
0
0
0

R5s
1
1
0
0
×
×
×
×

Selection Inputs Rs
R4s
R3s
R2s
1
×
×
0
×
×
×
1
×
×
0
×
×
×
1
×
×
1
×
×
0
×
×
0

R1s
×
×
×
×
1
0
×
×

R0s
×
×
×
×
×
×
1
0

Output
O
R7d
R6d
R5d
R4d
R3d
R2d
R1d
R0d

The output layer generates the final output. The selection
process of the filter-based model is similar to using a filter
to remove noisy points.
C. Approximation Attacks on rMPUF
The rMPUF is proved to have enhanced security against the
reliability-based attack because more Arbiter PUF instances
are added as additional selection inputs. As is shown in Fig. 3,
an (n, k)-rMPUF consists of k-stage of 2×1 MUXes. The
selection inputs of 2×1 MUXes are generated by independent
Arbiter PUFs. Compared with MPUF, the logical structure of
rMPUF remains unchanged and hence the logical approximation model for rMPUF is the same as MPUF. We only need to
modify the initial value of neurons in the input layer to model
the rMPUF.
For the filter-based attack, the ANN model need to be
redesigned due to the increase of selection inputs. The linear
delay model of rMPUF is similar to MPUF (see Eqn. (18)),
the only difference is that S has changed due to the increase
of selection inputs in rMPUF. In order to get the expression

of S, we summarize the truth table in Table II for the new
mapping relationship between the selection inputs Rs and
output O in the (n, 3)-rMPUF. In table II, the final output O is
only determined by a part of selection inputs. The remaining
selection inputs (denoted by X in table II) have no effect on O.
For example, when O = R0d , only R6s , R2s and R0s contribute
to the selection of MUX. In this case, the decimal number
Strue of the real selection inputs can be expressed as
Strue (0) = 4 ∗ R6s + 2 ∗ R2s + R0s .

(21)

For the (n, k)-rMPUF, Eqn. (21) can be generalized to a
total of 2k different expressions Strue (i), i = 0, 1, 2, ..., 2k − 2
by querying the truth table. The decimal number S of (n,
k)-rMPUF can be expressed as
S=

k
2X
−2

i ∗ δ(Strue (i) − i)

i=0

≈

k
2X
−2

(22)

i ∗ sinc(Strue (i) − i).

i=0

Finally, the linear delay model of rMPUF can be obtained by
substituting S into Eqn. (18).
D. Approximation Attacks on cMPUF
For the cMPUF, the data inputs of each 2 × 1 MUXes in
stage-1 are the response of Arbiter PUF and its inversion and
hence these 2×1 MUXes become XOR gates. The XOR gates
increase the nonlinearity of cMPUF greatly so that it is difficult
to find a linear approximation for cMPUF. However, the filterbased method can model cMPUF successfully. In the cMPUF,
there is a special bit R0s : if R0s = 0, all 2×1 MUXes in stage-1
will select the responses of Arbiter PUFs; if R0s = 1, all 2 × 1
MUXes will select the inverters’s outputs. Therefore, we can
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decompose the (n, k)-cMPUF into an (n, k − 1)-MPUF and
an Arbiter PUF As0 . The linear delay model for cMPUF is
T→
−
−
(23)
tcM P U F = sgn[f (ω, S, k − 1) ∗ →
ω s0 Φ s0 ],
−
T→
−
where sgn(→
ω d0 Φ d0 ) denotes the output of As0 , and f (ω, S, k−
1) determines the output of (n, k − 1)-MPUF.

TABLE III
M ODELING ACCURACIES UNDER NOISE FREE CONDITIONS
PUF

k(l)

n

CRPs

32

1.5 × 104

64

2 × 104

32

5 × 104

64

7 × 104

32

2 × 104

64

3 × 104

32

7 × 104

64

8 × 104

32
64
32
64
32
64
32
64
32
64

2.5 × 104
4 × 104
6 × 104
8 × 104
1.5 × 104
2 × 104
5 × 104
6.8 × 104
3.5 × 105
5 × 105

3
MPUF
4

E. Approximation Attacks on XOR PUF
XOR PUF uses XOR gates to connect individual Arbiter
PUFs. Based on the framework in Fig. 6, the XOR PUF can
be modeled from global or local perspective. In Section II-C,
we have introduced a modeling attack on XOR PUF from
the global perspective. From the local perspective, an l-XOR
PUF contains l XOR operations, and each operation can be
approximated by Eqn. (10). Therefore, a logical approximation
attack can be conducted on XOR PUF, and the approximation
process can be expressed as
fXOR (2) = R1 ⊕ R2 ,
fXOR (3) = fXOR (2) ⊕ R3 ,
..
.

2
rMPUF
3

4
cMPUF
5
3
XOR PUF

4
5

(24)

fXOR (l) = fXOR (l − 1) ⊕ Rl ,
where R1 , R2 , R3 , ..., Rl are the responses of Arbiter PUFs.
V. E XPERIMENTAL RESULTS AND ANALYSIS
In this section we will describe the experimental setup,
simulation process, and data collection, then present the experimental results and scalability analysis on approximation
attacks.
A. Experimental Setup and Data Collection
Similar to existing works about ML modeling attacks on
PUFs [17], [31], we reproduce the simulation experiments on
MPUF, rMPUF, cMPUF and XOR PUF in Python. The Python
3.6.4 programming language and the TensorFlow 1.11.0 neural
network toolkit are used to conduct ML attacks. All experiments are conducted on the Intel i3-8100 CPU@3.6 GHz,
GeForce GTX 1060 GPU and 8G RAM.
In the simulation, all delay components in Arbiter PUFs are
independent identically distributed and follow the Gaussian
distribution N (10, σ0 = 0.05). In order to simulate the
temperature and supply voltage variations, we add five-level
additive noises in the delay components. Assuming that all
noises follow N (0, σnoise ) and take the ratio σnoise : σ0 = α,
each delay component follows N (10, σ0 + σnoise ). If α = 0,
the delay component is noise free and the PUF is 100%
reliable. Here, α = 0.0125, 0.05, 0.1, 0.15 and 0.2 were used
to evaluate the reliability of PUFs and verify the effectiveness
of proposed approximation attacks under different noise conditions. 1.5 × 105 CRPs are collected with different k and n.
(n, k)-MPUF (k = 3, 4), (n, k)-rMPUF (k = 2, 3), (n, k)cMPUF (k = 4, 5) and l-XOR PUF (l = 3, 4, 5) are simulated
with different challenge size n = 32, 64. In the experiment, we
conduct approximation attacks under different CRPs and test
the average convergence accuracy with 10 times measuring.
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Approximation Attack
Filter-based
Logical approximation
Filter-based
Logical approximation
Filter-based
Logical approximation
Filter-based
Logical approximation
Filter-based
Logical approximation
Filter-based
Logical approximation
Filter-based
Logical approximation
Filter-based
Logical approximation
Filter-based

Logical approximation

Accuracy(%)
97.06
97.83
96.51
97.04
96.67
96.96
95.84
96.89
97.23
98.84
96.61
97.79
91.23
96.46
90.43
96.04
96.78
95.31
93.85
92.16
97.98
97.12
96.82
96.02
95.10
94.53

B. Approximation Attacks and Results Analysis
This section evaluates the effectiveness of proposed logical
approximation attacks and filter-based global approximation
attacks. In the experiments, 80% of the CRPs are used as the
training set, and the rest 20% are used as the testing set. There
are some suggestions in the ML training:
1) The initialization parameters in the model should be
biased. We suggest to use a small Gaussian random
number as the initial value of parameters, which can
prevent training failure due to the symmetry of network.
2) It is recommended to use the RProp [33] and gradient
descent algorithm [34] together to train ANN models. In
the experiment, if there is only one algorithm used for
training, the network does not converge well. Hence, the
RProp algorithm is used first, then the gradient descent
algorithm instead after the accuracy reaches a threshold.
Finally, the loss will steadily drop and the fluctuation
can be small enough to be considered convergent.
3) As the training result may fall into local optimum value,
it is suggested to restart the learning process to obtain
a global optimization result.
The results of approximation attacks under noise free conditions are shown in Table III. For MPUF, both logical approximation and filter-based attacks can model the MPUF structure
with high accuracies, and the prediction accuracies are all over
95% regardless of k = 3 or 4. For rMPUF, the accuracies of
both models are over 90%. For the filter-based attack, since
rMPUF’s ANN structure is too complicated, our ML strategy
is not effective as expected. Although the prediction accuracy
can reach 97.23% at k = 2, it is reduced to 90.43% when k = 3.
For the logical approximation attack, the accuracies are higher,
and the highest accuracy can even reach 96.46% at k = 3.
For cMPUF, the filter-based approximation can model cMPUF
successfully, and the prediction accuracy is up to 96.78%. For
3-XOR PUF, 4-XOR PUF and 5-XOR PUF, the proposed
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TABLE IV
R ELIABILITY OF MPUF S AND XOR PUF UNDER DIFFERENT NOISE
LEVELS

k(l)

PUF

3
MPUF
4
2
rMPUF
3
4
cMPUF
5
3
XOR PUF

4
5

n
32
64
32
64
32
64
32
64
32
64
32
64
32
64
32
64
32
64

0.0125
99.06
98.91
98.93
98.80
99.24
99.22
99.02
99.01
98.50
98.48
98.42
98.27
98.76
98.65
98.41
98.34
98.15
98.06

0.05
96.28
96.08
95.60
95.54
96.88
96.84
96.23
96.11
94.76
94.36
94.03
94.01
95.47
95.33
94.09
93.58
92.29
91.96

noise α
0.1
92.83
92.64
91.56
91.13
93.82
93.57
92.33
92.25
90.36
90.24
89.13
89.06
91.73
90.81
88.50
87.91
85.94
85.82

0.15
89.88
89.38
87.12
87.01
90.95
90.72
89.20
89.00
86.12
85.97
83.14
82.86
87.65
87.33
83.15
82.53
80.26
79.84

0.2
86.72
85.80
84.42
83.92
88.84
88.13
86.42
86.08
81.93
81.83
80.34
79.78
83.62
82.05
79.02
78.23
75.23
73.70

TABLE V
M ODELING ACCURACIES UNDER DIFFERENT NOISE CONDITIONS
PUF

Approximation Attack

k(l)
3

MPUF

Logical approximation
4
2

rMPUF

Logical approximation
3
4

cMPUF

Filter-based
5
3

XOR PUF

Logical approximation

4
5

n
32
64
32
64
32
64
32
64
32
64
32
64
32
64
32
64
32
64

0.0125
96.93
96.35
95.85
92.35
98.78
97.41
96.24
95.72
95.78
93.12
93.43
91.55
96.51
96.01
95.47
94.72
94.27
93.75

0.05
95.58
95.03
94.75
90.06
92.43
92.24
92.13
91.91
91.57
91.14
90.58
89.73
93.45
92.78
91.24
90.75
88.24
87.75

noise α
0.1
92.08
91.02
89.03
88.34
92.13
91.1
86.73
80.35
88.67
88.14
86.09
84.33
89.88
88.45
86.51
85.12
82.21
81.72

0.15
88.79
87.58
86.46
85.13
88.13
87.84
84.67
79.46
81.46
81.18
80.35
80.03
83.15
82.75
80.98
80.01
77.98
76.41

0.2
86.18
85.36
80.55
79.14
87.16
86.43
80.13
78.84
77.81
77.68
76.74
72.45
80.13
79.54
76.78
75.89
70.78
69.89

logical approximation attacks have the average accuracies
of 97.76%, 96.55% and 94.92%, respectively. Therefore, the
experimental results show that MPUF, rMPUF cMPUF and
XOR PUF are all vulnerable to the proposed ML attacks.
To test the impact of noise on our proposed approximation attacks, we also conduct experiments under different
noise levels. The prediction accuracies for n = 32 and 64
are shown in Table V. In addition, we also reevaluate the
reliability of MPUF family and XOR PUF under different
noise levels, because reliability is the theoretical maximum
of the modeling accuracy. The results are shown in Table IV.
Compared with MPUF and rMPUF, the reliability of cMPUF
is more susceptible to noise due to the XOR existing in
its structure. Furthermore, we find that the reliability of (n,
k + 1)-cMPUF is very close to that of k-XOR PUF. When
α = 0.2, the reliabilities of cMPUF and XOR PUF even
drop to nearly 80%. However, even under different noise
levels, the prediction accuracies of MPUFs and XOR PUF are
close to the reliability, which demonstrates that our proposed
approximation attacks can resist the impact of noises.
The attack on MPUF in [17] is based on the reliability of
the selection input Arbiter PUF. The output of MPUF can be
determined by modeling the selection input with the reliability-
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based attack and data input with LR algorithm individually. In
this paper, instead of following the two-step strategy proposed
in [17], we proposed two approximation attacks to model
the MUX structure from the global and local aspects. In
the proposed two approximation attacks, the accuracy of a
single Arbiter PUF in MPUF does not contribute to the
modeling of MPUF. Take the (n, 3)-MPUF as an example,
assuming the selection input R1s and R2s are determined, then
we substitute the value of R2s and R1s into the MPUF model
(see Eqn. (19)). In the ideal case, the remaining selection
input R0s can be correctly predicted. However, R0s can also
be the false value, resulting in a mistaken S and a mistaken
output of MPUF. Similar analysis on rMPUF and cMPUF
can get the same conclusion. In addition, to test the accuracy
of each individual Arbiter PUF in the approximation attack,
we substitute all the linear delay models of Arbiter PUFs
trained by our ML algorithms into the MUX structure. If these
Arbiter PUF models are accurate sufficiently, the modeling
accuracy of MPUF output will be close to 100%. However,
our experimental results show that the accuracy is low, which
demonstrates that the proposed attack does not successfully
model all Arbiter PUFs in the MPUF because our strategy is
to model the MUX structure instead of individual Arbiter PUF
in the MPUF.
In addition, we also conduct a detailed experiment to prove
the effectiveness of the approximation attack on the MUX
structure. Assume that all selection and data inputs in an
MPUF are known (modeling accuracies are 100%), we apply
these determined inputs to the MPUF model (see Eqn. (18)),
and the final modeling accuracy of MPUF can reach 99.9%.
Furthermore, the experimental results show that the prediction
accuracies of the approximation attack still can reach 99.9%
(see Table VI) when only the selection input is determined. In
addition, each predicted response of data input Arbiter PUF
Rid can also match the true one because the selection input
Arbiter PUFs can be modeled accurately based on Eqn. (19).
Assuming that Rs is uniform, the corresponding S will follow
a uniform distribution in [0, 2k − 1], and all the data input
Arbiter PUFs can be modeled with enough CRPs. Take (n,
3)-MPUF for example, the experimental results are shown in
Table VI.
C. MPUF Scale and Scalability Analysis
In practical applications, security, reliability and overhead
are the important metrics to evaluate PUFs. In order to resist
modeling attacks, obfuscation techniques such as structural
non-linearization [18], [35] and CRP obfuscation [16], [36],
[37] have been proposed. However, the higher security brought
by the obfuscation may incur high overhead and decrease the
reliability of PUF responses. Therefore, we need to find an
optimal point among these metrics.
In this section, we will discuss the overhead and reliability
of MPUF. As shown in Fig. 2, Fig. 3 and Fig. 4, the number
of Arbiter PUFs in an (n, k)-MPUF, (n, k)-rMPUF and (n,
k)-cMPUF is 2k + k, 2k+1 − 1 and 2k−1 + k, respectively. The
overhead of MPUF is determined by the number of Arbiter
PUFs and hence increases exponentially with k. In addition,
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TABLE VI
M ODELING ACCURACIES OF (n, 3)-MPUF W ITH D ETERMINED S

32
64
128

Ad0
99.86
99.57
99.23

Acc. of
Ad2
99.73
99.79
99.51

Ad1
99.85
99.71
99.44

Single Arbiter PUF (%)
Ad3
Ad4
Ad5
99.76
99.85
99.87
99.74
99.68
99.79
99.41
99.19
99.50

Ad7
99.83
99.62
99.18

Average Acc. of Arbiter PUF (%)

Acc. of prediction (%)

99.81
99.71
99.36

99.89
99.78
99.48
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99.77
99.44
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Fig. 9. (a) Double logarithmic plot of prediction error rate ε on the ratio of NArb CRP and the dimension of Φ dim(Φ) = n + 1, (b) Double logarithmic
plot of prediction error rate ε on the ratio of NM P U F CRP and parameter size (n + 1) ∗ (2k + k), (c) Double logarithmic plot of prediction error rate ε on
the ratio of NrM P U F CRP and parameter size (n + 1) ∗ (2k+1 − 1), (d) Double logarithmic plot of prediction error rate ε on the ratio of NcM P U F CRP
and parameter size (n + 1) ∗ (2k−1 + k), (e) Number of iterations in the logical approximation algorithm until convergence occurs, plotted in dependence
of the training set size NM P U F CRP , (f) Number of iterations in the filter-based algorithm until convergence occurs, plotted in dependence of the training
set size NM P U F CRP .

we have reevaluated the reliability of MPUF, cMPUF and
rMPUF under different noise levels. As shown in Table IV,
the reliability of MPUF family decreases with the increasing
of k and α, e.g., when α = 0.2, the reliability of (n, 5)-cMPUF
is 79.78%. In this paper, we take k = 3, 4 for MPUF, k = 2,
3 for rMPUF, and k = 4, 5 for cMPUF as the optimum to
balance the overhead and reliability.
Additionly, we can get the number of required CRPs in
the training and derive the computational complexity by the
scalability analysis [20] on our proposed ML algorithms. In
[20], Rührmair et al. have proved that the minimal number of
CRPs (NCRP ) to model an n-stage Arbiter PUF should obey
the relation
NArb CRP = O(n/ε),
(25)

Fig. 9 (a) which shows the double logarithmic plot of ε on
the ratio of training CRPs and the dimension of Φ dim(Φ)
(see Section II-B, dim(Φ) = n+1). A first-degree polynomial
equation is used to fit the data points in the plot. Based on
the fitting parameters, an empirical formula of NArb CRP is
concluded as

where n is the challenge size, and ε is the prediction error
rate. The above relation is confirmed by our experiment in

For an (n, k)-MPUF, the number of deployed Arbiter PUF
is 2k + k. Hence, the number of required CRPs for MPUF

NArb

CRP

≈ 0.5 ∗ (n + 1)/ε.

(26)

For an l-XOR PUF, the required number of CRPs in the
training set NXOR CRP is related to the scale of XOR PUF.
In the modeling of XOR PUF, the total dimension of feature
vectors is (n + 1)l . Hence, NXOR CRP scales exponentially
with the number of Arbiter PUFs l:
NXOR

CRP

∼ O((n + 1)l ).

(27)
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NM P U F

CRP

should obey

NM P U F

CRP

k

∼ O((n + 1) ∗ (2 + k)/ε).

TABLE VII
T HE MINIMUM NUMBER OF CRP S FOR MPUF AND XOR PUF

(28)
PUF

Similarly, we can get the required CRPs for (n, k)-rMPUF
and (n, k)-cMPUF:
NrM P U F

CRP

∼ O((n + 1) ∗ (2k+1 − 1)/ε);

(29)

NcM P U F

CRP

∼ O((n + 1) ∗ (2k−1 + k)/ε).

(30)

As shown in Fig. 9 (b), (c) and (d), the experimental results
have proven these relations.
The computational complexity of ML algorithms can be
determined by the training time and estimated by the total
number of basic operations NBOP . The NBOP is determined
by: (1) the number of iterations in the optimization procedure
before the training converges; (2) a time complexity function
determines the number of elementary calculations in ML
algorithms. In what follows, the two factors are explained in
detail.
Based on our experimental data, we can estimate the relation
between the number of iterations and NCRP . As shown in
Fig. 9 (e) and (f), the number of iterations is proportional to
log(NCRP ) and hence has the complexity of O(log(NCRP )).
As discussed in Section III and IV, our proposed two
ML algorithms use approximation functions to approximate
the nonlinear mapping relationship of MPUF. As shown in
Eqn. (17) – (23), all approximation functions only contain
matrix additions and constant calculations. Assuming a constant calculation is an elementary operation that obeys the
complexity of O(1), the total complexity can be measured by
the number of elementary operations. For the logical approximation modeling (see Eqn. (17)), the training for MPUF is an
iterative process for calculating σ(x) =sigmoid(x), which can
be seen as an elementary operation that has the complexity
of O(1). Therefore, the total complexity can be estimated by
the number of calculations for σ(x). In the iteration process,
the total number of calculations for σ(x) in an (n, k)-MPUF
is the number of MUXes 2k − 1, as well as the rMPUF and
cMPUF. Therefore, the complexity of logical approximation
should obey
CLA = O((2k − 1) ∗ NCRP ∗ log(NCRP )).

(31)

For the filter-based modeling on MPUF, the tM P U F and
S is calculated by the two summation formulas Eqn. (19)
and Eqn. (20). Hence, the number of elementary operations
in an (n, k)-MPUF is the total number of summations 2k + k.
In addition, for the (n, k)-rMPUF and (n, k)-cMPUF, the
number of summations is 2k+1 − 1 and 2k−1 + k, respectively.
Therefore, the complexity of filter-based modeling can be
expressed as
CF B

MP UF

= O((2k + k) ∗ NCRP ∗ log(NCRP ));
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(32)

CF B

rM P U F

= O((2k+1 − 1) ∗ NCRP ∗ log(NCRP )); (33)

CF B

cM P U F

= O((2k−1 + k) ∗ NCRP ∗ log(NCRP )). (34)

For the logical approximation attack on l-XOR PUF, the calculation for l-stage XOR is an iterative process (see Eqn. (24)).
Hence the complexity can be computed by the number of

MPUF
rMPUF
cMPUF

XOR PUF

k(l)
3
4
2
3
4
5
4
5
4
5

Modeling Attack
approximation attack
approximation attack
approximation attack
approximation attack
approximation attack
approximation attack
approximation attack
approximation attack
RProp [30]
RProp [30]

Minimal CRPs (64-bit)
1.5 × 104
3.2 × 104
1.8 × 104
4.4 × 104
2.1 × 104
4.2 × 104
2.2 × 104
6.3 × 104
1.0 × 104
4.5 × 104

iterations. In an l-XOR PUF, the number of iterations is l
and the computational complexity of XOR PUF is
CLA

XOR

= O(l ∗ NCRP ∗ log(NCRP )).

(35)

D. Comparative Analysis
Different from the traditional ML attacks (e.g. RProp [20],
[30]), the mathematical model of approximation attack is not
100% precise and there is a deviation between the true model
and approximation model. As the number of XOR increases,
the deviation between the true model and the approximation
model will continue to accumulate. Table VII shows the
minimum number of CRPs required to model MPUF and XOR
PUF. We can see that the minimum number of CRPs for the
approximation attack is higher because the ML algorithm used
in approximation attacks is ANN, which requires more CRPs
than the LR used in the RProp-based attack. However, the
approximation attack has stronger robustness and fault tolerant
to noise. It can be seen from Table V that the modeling
accuracy of the approximation attack under different levels of
noise is very close to its theoretical maximum (i.e., reliability).
Therefore, the approximation attack is more effective in the
real world with different noises.
For the comparation of modeling difficulty between (n, k)MPUF and l-XOR PUF, if the stage number k and l are the
same, the overhead of MPUF is larger. Hence the number of
CRPs required to model the MPUF is higher. If the number
of Arbiter PUF deployed in MPUF and XOR PUF is close,
e.g. (64, 3)-MPUF and 64-bit 11-XOR PUF, MPUF is easier
to model. This is because the response of each Arbiter PUF in
the XOR PUF contributes to the final output while only one
data input in the MPUF is selected as the output.
VI. R ELATED WORK
In many IoT applications, resources such as CPU, memory,
and battery power are limited and cannot support classic
cryptography security solutions. As a new lightweight security
primitive, the security of strong PUF has attracted much
attention in academia and industry. In 2004, Lim et al [29]
demonstrated that ML attacks are a huge threat to strong
PUFs for the first time. Arbiter PUF, which was claimed to
be physically unclonable, can be cloned successfully when
attackers collect only a small number of CRPs. For a 64 × 64
Arbiter PUF, the modeling accuracy is over 95% by collecting
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only 650 pairs of CRPs. Since then, various ML attacks on
strong PUFs have been developed [32], [20], [38].
The current ML attacks for strong PUFs can be classed into
three types: 1) ML attacks at software level. The complexity
of ML attacks increases exponentially with the PUF scale or
the number of nonlinear logical structures in the PUF [20],
[38]. Therefore, the time required for modeling will be out of
the acceptable range; 2) side-channel attacks at the hardware
level. Side-channel attacks utilize information leakage such
as time consumption, power consumption, electromagnetic
radiation and fault injection during the operation of hardware
circuit to attack cryptographic devices. Common side-channel
attacks include power side-channel [39], time side-channel
[40], electromagnetic [41], differential fault analysis [42],
and photonic emission analysis [43]. In particular, photonic
emission analysis utilizes the photonic emission information
from the backside of the chip to physically characterize Arbiter
PUF [43]. However, a simple side channel attack sometimes
is difficult to build a high accuracy model for PUFs; 3) hybrid
attacks based on side-channel and ML. To reduce the modeling
time and enhance the attack ability, hybrid attacks exploit the
side-channel information to assist ML algorithms for modeling
PUFs [44].
The hybrid attack that combines power consumption analysis with ML [31], [45] is one of the most effective attacks.
In [45], Rührmair et al. proposed a differential power analysis
(DPA)-based side-channel attack which can differentiate the
subtle changes by comparing the power tracing before and after generating the response to extracte the power consumption
of the XOR gate and convert it into an identifiable form related
to the response. In [31], Becker proposed a hybrid attack that
combines the correlation power analysis (CPA) and covariance
matrix adaptation Evolutionary Strategy (CMA-ES) to conduct
the modeling attack with the power correlation coefficient as
the fitness function. CPA is a more practical attack on PUF
than DPA. However, hybrid attacks suffer several issues. Take
the power side-channel attack for example, noise has a great
effect on the accuracy of modeling PUF. The relationship
between the number of power tracing required for DPA attacks
n and the signal-to-noise ratio (SNR) is n ∼ 1/SNR, which
indicates that the reduction in SNR linearly increases the
number of power tracings required for a DPA attack [46].
Therefore, noise is an important factor to increase the difficulty
of DPA attacks. In addition, since the power consumption of
PUF is extremely small and the measurement of side-channel
information requires special equipment, it is difficult to extract
the power consumption information of the PUF module from
the measured power tracing of the chip under the interference
of noise with reasonable cost.
The reliability-based attack [31] is another hybrid attack that
combines response reliability with ML. Reliability is used to
assess the stability of PUF responses in different environments.
Ideally, the responses should be stable with the same challenge
under multiple measurements. The reliability-based attack uses
the reliability information of the response instead of CRPs to
model the PUF. In [31], Becker proposed a reliability-based
attack on XOR-PUF. The key idea is to perform repeated
measurements for the same challenge and observe the sta-
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ble and flipped response bits. Then the obtained reliability
information is used to conduct an ML attack based on CMAES. In [42], Delvaux et al. observed that the delay difference
for a specific challenge of an Arbiter PUF is proportional
to the unreliability of the corresponding response bit if the
environmental conditions are stable. Based on this observation,
attackers analyze the measured reliability: if a response for a
given challenge is unstable, it is likely that the corresponding
delay difference is close to zero; if a response bit has a
high reliability for a given challenge, it is likely that the
delay difference is large. Then attackers compute the Pearson
correlation coefficient [47] between reliability and hypothetical
reliability, and utilize it as the fitness function in the CMA-ES
−
to select the fittest delay vector →
ω T of each Arbiter PUF.
Here, a divide-and-conquer strategy is used to attack each
Arbiter PUF individually while the unreliability introduced by
the other Arbiter PUFs is seen as noises. Compared with other
ML attacks, the divide-and-conquer strategy results in only a
linear increase in the required number of CRPs for increasing
numbers of XORs [31]. Recently, some defense methods are
proposed to prevent against the reliability-based attack. Take
rMPUF [17] for example, not every bit of selection input
in rMPUF contributes to the response generation compared
with MPUF, which means that the correlation between the
response reliability and the input is weakened. Therefore, the
required CRPs for modeling rMPUF is greatly increased, so
that it is difficult for attackers to conduct a reliability-based
attack. In addition, we can eliminate the way for attackers to
obtain reliability information. If the challenges are generated
by both the tag and the verifier, attackers cannot send the same
challenge twice and observe the reliability of the responses.
Once the reliability information is not available, it is difficult
to conduct the reliability-based attack successfully.
VII. C ONCLUSION
As a new hardware security primitive, the security of PUFs
must be evaluated rigorously before putting into practice.
This paper proposes a general framework for conducting ML
attacks on strong PUFs. Two approximation attacks based
on the framework, named logical approximation method and
filter-based global approximation, are proposed to build the
soft models with high accuracy for MPUF and its two variants,
rMPUF and cMPUF. In addition, we conduct the logical
approximation attacks on XOR PUF for comparison. Security
analysis and experimental results prove that the MPUF family
and XOR PUF are vulnerable to the approximation attacks,
and the modeling accuracies are high under different noise
levels.
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